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. Cybersecurity Task Force

Our interdisciplinary and field-tested Cybersecurity Task Force helps you deal with cyber risks such as

filtration and other cyber attacks gether with our network of experienced partners, we

Cybersecurity check-up

Together with our network partners or your external experts, we help you to be prepared for cyber attacks.
The aim is to ensure that the management has made adequate provision for risk. You can choose modularly
from different components:

Trethitiie f Tereiems Check IT security against Information lifecycle

EU guidelines management
Review of backups / Examination of data Examination of insurance
Disaster recovery plan protection management cover

We work with you to develop a Cybersecurity Incident Response Plan incl. documentation of measures,
definition of responsibilities and contact persons for emergency contacts, establishment of alternative
communication options and determination of external experts.

Support in case of emergency

Should you be affected by a cyberattack, we will be at your side immediately via an emergency contact
coordinated with you and our interdisciplinary experts will advise you on legal issues in cooperation with
other experts.

We advise and support on:
« Data protection notification obligations / BSI (German Federal Office for Information Security)
« Notifying and claiming your cyber risk insurance

« Negotiations with hackers, examination of your own criminal risks (money laundering, support of
criminal organisations)

» Coordination of investigative authorities regarding required notifications

« Civil law / litigation to defend against claims of third parties (non-delivery, breaches of confidentiality,
infection of third parties with malware)

We collaborate with your experts to ensure consistent communication and to protect legal privileges when
dealing with forensic examinations, etc.
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Dr. Jirgen Hartung

IT Law and Data Protection °*
Compliance

Jurgen Hartung specialises in advising companies on data

protection and IT law, with a focus on outsourcing, IT projects Partner: Lawyer
and e-commerce. His experience in data protection covers a Konrad-Adenauer-Ufer 23
wide spectrum, e.g. internal investigations, employee 50668 Cologne
monitoring, international transfers of personal data, social Ui el 2Rl e

media, data breaches, data protection organisations and data
protection audits, etc.

juergen.hartung@oppenhoff.eu
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